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Abstract. We present a new approach for computing reputation in
agent societies. Our positional reputation system can handle arbitrary
dimensions to provide a mapping of different attributes of an agent to its
reputation value. The meaning of a certain dimension is not fixed, but is
defined dynamically by the agent community. Thus a positional reputa-
tion system automatically adapts to the needs of the using community.
The computed reputations by such a positional reputation system are
local, i.e. they depend on the point of view of the requesting agent.

1 Introduction

Whenever mutually unknown agents meet each other to engage in transactions,
serve as routers in mobile ad-hoc networks or talk over arbitrary topics in dis-
cussion boards, reputation systems may serve as a mechanism for building trust
between these agents. Our informally defined understanding of the terms repu-
tation and trust is:

Reputation is the collected and processed information about one entity’s
former behavior as experienced by others.

” Trust is a measure of willingness to proceed with an action (decision)
which places parties (entities) at risk of harm and is based on an assess-
ment of the risks, rewards and reputations associated with all the parties
involved in a given situation.” [1]

A reputation system aggregates the ratings it has collected to compute a repu-
tation value for each participating agent [2]. This reputation value can be the
basis for an agent’s trust decision. Most classical systems accept only a one-
dimensional rating for an encounter between agents [3-7], i.e. a rating like good
or bad or a rating from an interval like [—1,. .., 1]. The meaning of this rating de-
rives from the context of the transaction. A positive rating collected by eBay [8]
characterizes an agent as a reliable seller or buyer, whereas a rating received in
a routing context [9] characterizes a node as a reliable router. By this implicit
definition of the context and meaning of a reputation value these systems are
restricted to specific applications. These classical reputation system have their
right to exist through the applications mentioned above.



However, there are application scenarios for reputation systems where one-
dimensional ratings and reputations are inadequate. eBay for instance, mingles
the two different roles of buyer and seller and ignores the value of a rated trans-
action. This limits the expressiveness of the reputation system. Another exam-
ple are discussion boards that often treat very different topics. Here, the same
agent may be an expert in one topic Tiathematics @and a novice in another topic
Tfrencheooking- 1f the ratings for his posts were aggregated into a one-dimensional
reputation value his expertise in topic Tiathematics Would be influenced nega-
tively by bad ratings he received for posts in topic Tfrenchcooking-

Thus reputation systems supporting different viewpoints are needed. The
approach presented in this paper does not fix each dimension of a reputation resp.
rating to a certain attribute, but allows the community to define the meaning
dynamaically. There are no good or bad ratings, but ratings that manipulate
an agent’s position, e.g. a reputation vector. The reputation of an agent from
another agent’s point of view is determined by the distance between both’s
positions. The more dimensions the system provides the more detailed may the
different attributes be decomposed.

The intention of this paper is not to present a complete solution but to
formulate a new concept of reputation that emphasizes an agent’s own position.
The remainder of the paper is organized as follows. Section 2 gives an abstract
model for positional reputation systems and introduces the used terminology.
We define requirements for positional reputation systems in Sec. 3. The idea of
positional reputation systems is compared to related approaches in Sec. 4. An
example metric using a positional reputation system is presented in Sec. 5 and
a possible architecture for such a reputation system in Sec. 6. Possible future
work is drafted in Sec. 7 and the paper is concluded in Sec. 8.

2 A Model for Positional Reputation Systems

We now present an abstract model for reputation systems. In contrast to other
models we distinguish between an agent’s position as a resume of the ratings
given to the agent in the past, and the agent’s reputation as an interpretation of
the agent’s position in relation to the current peer’s own position. Ratings, which
are a manifestation of an agent’s opinion about the last transaction, are trans-
formed into position changes. Within our model, the application runs through
three steps: trust building, transaction, and rating.

The first step, trust building, is the process of deciding wether to start a
transaction or not. The agent checks the reputation value of the potential trans-
action partner, but other factors like the value of the transaction are part of the
decision process, too.

Every agent a has a position that represents the agent’s status within the
community S at certain time ¢:

pos,(t) € S
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Fig. 1. Positional Reputation Model

The actual reputation rep of an agent a depends on the positions of a and the
requesting agent b, and the environment E at a given time ¢, like depicted on
the lefthand side of Fig. 1:

rep: (SxSxE)—R

The environment may include other agents’ positions, e.g. recognized clusters,
and general state information of th e reputation system. What elements are part
of the environment and their impact on the reputation value is defined by the
reputation metric. The decision process whether to trust the other peer is not
further discussed here. If the agents trust each other, they proceed with the
transaction phase. The rating phase begins after the transaction is complete.
Based on the outcome of the transaction, b concludes what rating v it wants to
give to a. The rating value v € V expresses b’s opinion on the last transaction and
its partner b. Depending on the application, V' may be an interval like [—1, ..., 1]
or a fixed set of labels like {very good, good, bad, off-topic, offensive}.

A set of of transformation functions updates the positions of a, b and the
environment to incorporate the rating, like illustrated on the righthand side of
Fig. 1:

Tsubject : (S XV xE)— S
Trater : (SXV X E) — S
Tenv: (ExV) —E



Existing reputation systems can be easily mapped to this extended model.
Additive systems like eBay, for instance, have a one-dimensional scale with pos-
itive orientation: S := N. The reputation function rep is the identity function
and ignores the requesters position and the environment. Therefore, the trans-
formations T4t and Ty, are not used.

r+ 1 if v ="positive”
Tsubject : (z,v,€) — < @ if v = "neutral”
x—1 if v ="negative”

» N

where x € N, v € {"positive”,” neutral”,” negative” } and e € E.

3 Positional Reputation Systems

The distinction of position and reputation allows us to define the following prop-
erties as requirements for a positional reputation system:

— Users with similiar resumes should have a high reputation when they interact
with each other.

— No part of the position value should be defined to map directly to a certain
real-world property of the user.

— A position change value should not reveal to the user how many ratings were
issued, which peers have issued the ratings and how the other agents rated
him.

— A rating process may change both the rater’s and the ratee’s position value.

— The reputation metric must prevent that an adversary earns a high reputa-
tion just by giving ratings.

— The transformation functions 7' should prevent that the related ratings nul-
lify each other.

— If an agent manages to skip (negative) position changes, he should still be
penalized by the position changes of his raters and the updates to the envi-
ronment.

The above requirements make certain attacks and abusive practices harder to
implement because there is no clear target. It does not make sense to drop ratings
intentionally, if one cannot distinguish between good or bad ratings. Equally, one
cannot prevent that other agents move away from oneself by changing their own
position. The so called ballot stuffing attack, where a group of colluding agents
try to pushup each others reputation, does not work when there is no predefined
orientation. If they try to push an agent into the direction of a reputable position
they cannot avert that other agents reinterpret this position. This may lead to
a devaluation.

4 Related work

Collaborative filtering systems like the MovieLens [10] movie recommender sys-
tem were a major inspiration for the formal model in Sec. 2. Within MovieLens,



each user has a profile that contains the user’s own ratings on different movies.
The system compares all profiles to find users who have given similar ratings to
the same movies. The system recommends those movies to the user that other
users with a similiar profile have rated positive but that are not rated within
his own profile yet. The difference to our work is that we do not assume that
any element of the position has a semantic meaning; within MovieLens, every
element of the profile stands for the user’s opinion about a specific movie. Also,
within a recommender system, a user’s rating only changes the user’s own profile.
Speaking in terms of our model, a recommender system allows the user to choose
his own position without any restrictions. Trying to harm the usefulness of the
recommender system by giving senseless ratings is countered by the mass of hon-
est users. Within most reputation systems, a rating is applied to another user’s
profile. A reputation system is about recommending another user himself as a
transaction partner to others in the future. In a positional reputation system, a
user’s rating changes both profiles. The reputation metric has to put a limit on
the user’s possibilities the to change his own or other’s profiles; otherwise the
reputation might become too unstable to provide useful reputation values.

Research on information retrieval deals with the similar problem of finding
(text) documents matching a specific query. An important information retrieval
technique is based on a vector space model first implemented in the SMART
system [11,12]. Index terms are used as basis vectors in a linear vector space.
Documents and queries are represented as vectors according to the occurrence of
index terms. A similarity function is used to create a ranking of documents with
respect to a query. Common similarity functions are the scalar product or the
cosine coefficient. Advanced vector space systems adapt the weighting factors
for the query vector and documents to achieve better results. Our geometrical
model presented in Sec. 5 has some relationship to this kind of systems, whereby
our approach changes the vectors dynamically with every transaction.

A lot of local reputation systems have been proposed, which provide a per-
sonalized computation of reputation to each agent [13,14]. But all these systems
rely on a fixed scale for their reputation values, i.e. each rating has a fixed
meaning while our approach allows the community to define the meaning of a
rating dynamically. Local reputation systems are often used in the context of
mobile ad-hoc networks and have to take care of the data dissemination between
agents [15]. With a positional reputation system each agent could store his own
position. Because a single rating has no meaning, an agent cannot decide for
a single rating if it is a good or bad one and thus has no incentive to discard
received ratings. Only the position itself has to be protected by some dependable
security mechanisms to prevent direct manipulation of the position.

A static approach to introduce several dimensions into reputation systems is
done by ontologies [16,17]. Ratings are given according to a certain attribute.
The relationship between these attributes is fixed by the system through defining
the ontology. The quality of such a system depends heavily on the quality of the
underlying ontology. The ontology has to be defined when the system is deployed.
Changes to the ontology at a later time are often problematic.



5 An Example for a Positional Reputation Metric

The above definition of a positional reputation system can be interpreted geo-
metrically. Thereby, the terms position, distance and movement get an implicit
meaning. Nevertheless, we want to point out that the general model should not
be restricted to this interpretation. It should be part of future research to develop
other (i.e. non-geometric) kinds of systems and metrics. However, the geomet-
rical model allows to "illustrate” the abstract definitions and poses already a
lot of interesting research questions: What mathematical properties should the
underlying space (or better manifold) have? Which distance measures are to be
used? What kind of movement strategies should be applied?

A simple geometrical implementation of a positional reputation system may
for instance use an n-dimensional torus as underlying space. The position v of
an agent is represented by a point on this torus: v € T™. T™ can be constructed
by taking a Cartesian product of n copies of the unit sphere S':

T = (S")"

A 2-dimensional instance of a ring torus can be constructed from a rectangle by
gluing both pairs of opposite edges together with no twists. It has the shape of
a ”donut”. The distance function is an adapted euclidian metric

where v := (v1,v2) € T? and w := (wy,wz) € T? are position vectors of two
different agents and the ”—" operator takes the wrapping into account.

Figure 2 shows a simulation of this 2-dimensional scenario implemented with
the Repast [18] agent simulation toolkit. At the beginning agents are placed
randomly on the torus. An agent has a taste, which is illustrated by a certain
color. Every round a percentage of agents to be active next is selected. If an
agent sees an acting agent of similar taste it moves towards its direction and
tries to poll it nearer, i.e. it manipulates the positions by a ”positive” rating
to alleviate the distance between them. Otherwise it moves away and pushes
the other agent in the opposite direction, as depicted by the arrows in the left
image. The different impulses an active agent receives from other agents are
summed up to a resulting movement, i.e. a change of this agent’s position by
the transformation functions 7T, induced by the received ratings. An agent has
a limited horizon (illustrated by the circle in Fig. 2(a)) meaning that it only
recognizes actions inside this radius. After some time agents cluster to groups of
similar taste.

The environment F can contain information about the cluster an agent be-
longs to. For example, if there are two agents located in the same distance from
the asking agent but belonging to different clusters this information can help to
make a distinction. Figure 2(b) shows the clustering that came up through the
given ratings.
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Fig. 2. Simulation

Our first implementation of the simulation is very basic. Currently it is more
suitable for illustration purposes than to provide an in deep investigation. It is
not yet able to deal with attacks or problems like local clustering or how to
choose and adapt the horizon. It is be part of the future work to implement
an experimentation platform that takes these issues into account and supports
different geometries.

Other geometrical models may use different surfaces and distance functions.
An example is the surface of a n-dimensional unit sphere S™, where not only the
projected position on this sphere but also the height is evaluated. The distance
on the unit sphere can be interpreted as difference in taste, and the length of a
position vector as the expertise of an agent.

6 An Implementation Scenario

This section describes a draft for the implementation of a positional reputation
system for web blogs. The system presented here uses local storage of the po-
sitions and allows the creation of reputation realms across independent blogs
hosted by different parties. A key feature of web blogs, like discussion forums
and wikis, is the possibility that any user may create new content, which may
include links to other web sites, and add it to the website. Blogs suffer the same
problems as internet news and e-mail: spreading of false information, defama-
tion, spamming by advertisers, and rude behavior against people with different
opinions. Therefore, a lot of blogs require the users to register themselves and
supply an e-mail address before they can post. Larger discussion forums rely
on moderators to remove offensive or off-topic posts. We propose a positional
reputation system to keep abusive posters and spammers at bay.



Within our system, the user needs a special reputation client software in-
stalled on his computer. It may be implemented as a browser extension or as an
http proxy. The reputation client stores the user’s position and sends it along to
the blog host when required. The blog servers implement the reputation func-
tion and the transformation for the positions. Furthermore, blogs with similar
discussion topics form a web of trust (e.g. by using PGP) to allow the usage of
the same position across multiple sites.

Whenever a user publishes a new article, his reputation client passes the
user’s current position along. The blog server stores a local copy of the position.
For every rating the article receives, the blog server calculates the resulting
position change and applies it to his local copy. After a certain time the author’s
client software contacts the blog server again to receive the overall position
update.

Whenever a user queries the blog server for new articles, the reputation client
passes the user’s current position along with the query. The blog server calculates
the reputation values for all articles and sends the results back to the client. If
the user submits ratings, the blog server calculates the position update for the
user and the author.

These remarks show the basic architecture of an application of positional
reputation systems. Further discussion of implementation issues is out of scope
of this paper.

7 Future Work

We see three major areas for future work on this subject: research on reputation
metrics, applicability for one-to-one transactions, and privacy issues.

The positional metric presented in sec. 5 separates different groups of agents
apart from each other, but it does not provide a mean to establish a hierarchy
inside a peer group, i.e. to identify experts. Earlier results from the field of
information retrieval will surely be helpful to find better metrics.

We presented web blogs as one main usage scenario for positional reputation
systems. Within that scenario, all transactions are 1:n, meaning that one author
gets n ratings per article. To increase privacy and protect users from defama-
tion, we have introduced the positional reputation system as an alternative to
a traditional authentication and rating scheme. Further research is necessary to
investigate whether other applications, especially those with 1:1 transactions can
benefit as well from a positional reputation system.

In sec. 6, we proposed to use a positional reputation system whose positions
could be shared across different servers. The implementation of such a system
needs to adress a lot of security and privacy issues. Users should not be able to
freely choose their own position or highjack another user’s position. An adversary
might start his own blog server and collect all positions sent by the users. By
correlating single positions with information from the articles that a user has
authored or rated, the adversary could try to extract personal information from
postion values and apply data mining techniques to find groups of similiar users.



The challenge is to find a metric whose position provides enough information for
the function of the reputation system but that is resistant enough against this
clustering attack. Another point is the linkability of different articles or ratings
from the same user, which may not be desirable in some scenarios.

8 Conclusions

In this paper we presented a new approach for reputation systems, the posi-
tional reputation system. The key features are the distinction between positions
and reputations, and the dynamic semantics of ratings. Many known attacks
to reputation systems like ballot stuffing are hard to arrange within positional
reputation systems. A simple 2-dimensional positional reputation system was
implemented as a proof of concept, and we observed the desired clustering of
agents with similar taste. We identified web blogs as a main application area
for our approach, since this domain requires a reputation system which is able
to map many different attributes into a reputation value. These attributes may
develop dynamically during the lifetime of the blog and our system is able to
adapt to these changes. Furthermore, we gave a sketch of an architecture of web
blogs using positional reputation systems.
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