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Abstract

Jini is a technolagy for building reliable, fault-tolerant
distributedapplications.Besideffering an infrastructue
for clientsto locate services,it introducesthe conceptof
leasing Leasesmodeltime-constained accessgranting
andare usedfor distributedgarbage collection. In this po-
sition paperwe proposean extensionto the leaseconcept
thatallowsassociatingcostswith resouceaccess.To male
this extensionusablein a commecial environmentauthen-
tication, encryption,and non-repudiationare required. e
analyzeour extensionin this respeciandidentify the types
of securityneeded Basedon this analysiswe introducean
architectuie consistingof a numberof Jini-enabledservices
that supportnon-repudiationand accounting

1. Intr oduction

The Jini connectiortechnology[18, 14] is aninnovative
and usabletechnologyfor building reliable, fault-tolerant
distributed applications. It providesan infrastructurethat
allows clientsto find servicesndependenof both parties’
location. Thedynamicnatureof locatingandusingservices
is oneof Jini'smajorstrengthslt is thebasefor thecreation
of plug andplay devicesandservices.

But Jini is notonly aboutfinding services TheJini spec-
ifications also definea few other conceptshat are of ma-
jor importancdor reliabledistributedapplications Besides
distributed events, leaseq15] are an importantparadigm.
Although originally introducedfor distributed file cache
consisteng [3], within Jini they areprimarily usedfor dis-
tributed garbagecollection. Resourcesare allocatedfor
only alimited amountof time. If no interestin a resource
is expressedifter thatamountof time, the resourcecanbe
freedandreused.Resourceganinclude CPU cycles, stor
age,eventnotifications,nameserviceentries,etc.

Looking at the scenarioq17] that Jini is aimedat, we
foundthat a numberof serviceso be offeredwithin a Jini

federationaretime-basedandarelikely to be offeredby a
third party, especiallywhenonthemove. Third partiessup-
plying servicedo clientsmustgetrevenuein someway. On
theworld-widewebthisis oftendoneby placingadwertise-
mentson web pages.In a Jini systemthis modelis not ap-
propriateascommercialsareaimedathumanconsumption.
In a Jini federation,though, only software entitiestalk to
eachother We thereforeanticipatethatthe useof Jini ser
viceswill bechageddirectly to the serviceusersbill. As
Jini alreadyhasthenotion of leasesit is anobviouschoice
to extendthe givenframework with the ability to associate
costswith leases.

Chaging a certainamountof money pertime unitis one
(easy)thing, but to make it usablein acommerciakrviron-
menta large numberof relatedtopicshasto be addressed.
Contractdetweerthe serviceprovider andhis clientshave
to bemade serviceusagehasto be meteredandbilled, and
there must be proofs for servicerequestsrequestaccep-
tance,renaval request.etc. In this paperwe focuson an
extensionof the Jini leasinginfrastructureandall problems
that are directly relatedto startingand terminatingtime-
constrainedserviceaccess.It will be shovn how the use
of non-repudiatiormethodscan solve problemsrelatedto
proving servicerequestsand accesggranting. We do not
addresthercloselyrelatedareas lik e the negotiation of
contractspr proving serviceprovisioning.

In this paperwe will take alook at someproblemsthat
arerelatedto the introductionof “billable leases”. Prob-
lemsdealingwith accountingand proofs of serviceusage
areidentifiedandsolutionsare proposed.Section2 briefly
describeghe currentJini leasingconcept. Somescenarios
thatwe arethinking of areintroducedin Section3. These
scenario@rethenanalyzedandrequiredsecuritymeasures
areidentifiedin Sectiond. Sections presentsequiredoack-
groundonnon-repudiationln Section6 we goonto present
an architecturethat addresseshe identified problemsand
thatis able to supportthe describedscenarios. Our pro-
totypical implementationis describedn Section7. Other
relevantwork is evaluatedin Section8 andwe finally give



anoutlookin Section9 onwhatelsehasto bedoneto make
billable leasedecomereality.

2. The Jini leasingconcept

A Jinileaseis a contractbetweertwo parties.Oneparty,
the leasegrantor is willing to grantsomeof its resources
to the other party, the leaseholder The contractis valid
for a limited amountof time only. Before grantingaccess
to the resource the amountof time is negotiatedbetween
thetwo partieswherethe grantorhasthe final word on the
leases length. Upon expiry of a lease,the associatede-
sourcecanbefreedby the leasegrantorandmight be used
otherwise e.g.,assignedo anotherclient. If aleaseholder
wantsto extendthe periodof time it is allowedto useare-
source,it canaskthe leasegrantorto renav the leaseand
seta new expirationtime. Here,too, the leasegrantorhas
thefinal word on the expirationtime of the leaseincluding
thepossibilityof notextendingthelease If aleaseholderis
finishedusing a resourcebeforethe associatedeaseends,
ratherthan waiting for the leases expiry it canexplicitly
cancelthelease.

Theexpirationof aleasemightnotonly bedueto aclient
notneedingaresourcarymore,but alsobecauseommuni-
cationbetweertheleasegrantorandtheleaseholderis lost.
Reasonsnclude broken network links andcrashedclients.
In caseof a catastrophieventatthe client, theresourceal-
locationmightbeforgottenandis thereforenever explicitly
releasedln a simple-mindedlistributedapplicationthere-
sourcemight thereforebe reseredforever, or at leastuntil
an administratorfreesthe resourceby hand. Besidesthis
beingatedioustask,it leadsto ineffective resourceautiliza-
tion. In a Jini federation forgottenresourceallocationsare
eventuallyremovedautomaticallywhentheassociatetease
expires. The durationof a leaseis thereforean important
trade-of betweemetwork traffic (for leaserenaval) andun-
necessaryesourceallocation. As staleregistrationscanbe
consideredjarbageleasesireameando enabledistributed
garbagecollection.

Theway how aclientacquiresalease(andaccesgo the
associatedesource)s not definedby the Jini leasespeci-
fication. A commonscenariostartswith a client askinga
serviceprovider for accesdo someresourcefor a desired
amountof time. If the resourceis available, the service
providergrantsaccessndreturns—possiblyn conjunction
with otherdata—aleaseto the client. Furthercommunica-
tion aboutextensionsor cancellationof the leaseareper
formedvia theleaseobject.

The Jini specificationsnclude the basicJava interfaces
for leasing.Mostimportant,they includetheLease inter-
faceitself which is shovn in Figure1. Objectsimplement-
ing thisinterfacearegeneratedby theleasegrantorandsent
to the client upon grantingaccesgo a resource. Besides

public interface Lease {
I ong get Expiration();
voi d cancel () throws UnknownlLeaseExcepti on,
Renot eExcept i on;
voi d renew(| ong duration)
t hrows LeaseDeni edExcepti on,
UnknownLeaseExcepti on, RenoteException;

Figure 1. The Lease interface (abbreviated)

otherfunctionsnot shavn anddiscussedere theinterface
containsmethodgthat allow the leaseholderto askfor the
expirationtime, leaserenaval, andleasecancellation.All
timevaluesarerepresentetly | ong valueswith aunitof 1
millisecond.

Within the Jini infrastructure,leasesare usedfor dis-
tributed garbagecollection. Wheneer a connectionbe-
tweenentitiesof a Jini federationprobablylastslongerthan
for justasinglefunctioncall, resourceaccesss leased Ser
vice registrationswith a Jinilookupservice[16], eventreg-
istrations,andtransactionsreleased.As an example,we
cantake ashortlook athow leaseareusedwith distributed
events. Rayistrationsfor eventdelivery areassociatedvith
a lease. Event generatorsiotify interestedcclientsonly as
long as the clients renav their leases. Event generators
thereforehave a methodto registerclients. The objectre-
turnedby this methodis a lease. Eventgeneratorglo not
have a methodto unregisterclients,though,asthis caneas-
ily beachiezedby cancelingthelease.

3. Leasingscenarios

Whenbuying servicegherearetwo basicmodelsfor us-
ageaccountingunit-basedndtime-basedAs anexample,
take a clientwho wantsto accesa documentdatabaseThe
serviceprovidermightchageanamountfor eachdocument
retrieved. This correspondso the unit-basednodel. When
using a time-basednodel, the client might pay a certain
amountof money to getaccesdo thedatabaséor alimited
periodof time. In thatperiodof time the client canaccess
asmary documentasshewants.Dependingpntheservice
consideredpne of the modelsmight be more appropriate.
Even mixed modelsare possible e.g., wherea client pays
afixedbasicrateplus someadditionalamountfor eachser
vice accessAs leasesalwaysmodelatime-constrainede-
lation, we do only considertime-basedaccountingmodels
in this paper

A goodexamplefor aleasedserviceis a storageservice.
Many applications,e.qg., datavisualization,generatdarge
amountf temporarydatathatis only needediuringcom-
putationbut is discardedvhenthe computationis finished.
It is not economicalo buy additionaldisk capacitythatis



neededor only a shortamountof time. Instead,the nec-
essarycapacitycanbeleasedrom a storageservicefor the
time needed.

Anothercommonleasingscenarids a softwarecompo-
nentthatis only needednfrequently maybeoncea yearto
preparehe annualaccountslt is notonly cheapeto lease
the softwarefor theamountof time neededhanto buy it, it
alsosavesthetimefor maintainingthe softwareandkeeping
it up-to-date.

Beforeusinga service—whichis modeledby a lease—
usuallya contracthasto be negotiatedbetweerthe service
provider andthe serviceuser This contracthasto include
at leastdataaboutthe price of the service,the kind of ser
vicethatis provided,andthequality of theprovidedservice.

Therearemary waysin whichacontractcanbeestablished.

This could be doneby humanssigninga physicalcontract
andjust puttinga proxy into the system.Also acompletely
electroniccontractis possible e.g.,by usingTPAML [12].
It is importantto notethata leasehasto belinkedto acon-
tractin someway. Thisquestionis furtherdiscussedh Sec-
tion 6.

An interestingpoint is that in some casesa contract
might not even be needed.Justthink of the long distance
accesxodescheme:you can choosewhichever telecom-
municationgrovideryouwantwithoutexplicitly establish-
ing a contract. Basically the contractis automaticallyes-
tablishedwhenyou dial the provider’s prefix. This scheme
could very well be usedwhenaccessingervices. Leases
that “know” the currentcost could prove to be helpful in
this scenario.

Anotherissueis how serviceusagewill bepaidfor. Sev-
eral solutionsseemto be possible. If a contractis estab-
lished betweenthe two businesspartners,it will usually
containtermsaboutthe methodof payment.In caseof ser
vice accesdy a privatecustomeran easymethodof pay-
mentwould be to chage the customers credit card. An
evenbettermethodfor payingsmall sumswould beto use
somekind of electroniccash.

4. Risc analysis

Whenwe analyzethe scenarioghataredescribedn the
previous section,we determineseveral threatsthat canre-
sultin securitybreachesNotethatit is irrelevantwhether
sucha violation againstthe securityguidelinesis doneon
purposeor by accident.We think thatthe following threats
arethemostcritical onesin our context:

o Violation of Integrity: modificationor destructionof
messages/functioralls.

e Theft of Information: disclosureof confidentialdata,
e.g.by eavesdroppingor spoofing.

e Denialof Service:preventauthorizedclientsfrom us-
ing aservice.e.g.by flooding.

e Repudiation:it cannotbe verified thata userhasper
formedcertainactions.e.g.thathehassentamessage.

As our paper focuseson associatingcosts with Jini
leaseswe want to take a closerlook at the lastitem. In
a trustedervironmenta serviceprovider mustbe surethat
a client hasreally ordereda service. It shouldbe impossi-
ble to usea servicewithout payment. On the other hand,
the client wantsto be surethatthe serviceprovider hasre-
ceivedtheorder Furthermoreijt shouldbe impossiblethat
a serviceprovider tries to get money for a servicethat he
hasnever provided. We do not addresghe last problemin
this paper Although our architectureallows the generation
of evidencefor serviceprovisioning, proving thata service
was really provided is usually application-dependergnd
sometimedhardto decidewithout humanintervention, es-
peciallyif theservicehaseffectsonthereal,physicaworld.
We thereforeonly addresghe problemof generatingevi-
dencefor requestingandagreeingo startingandterminat-
ing serviceaccessHow to prove actualserviceusagds not
partof this paper

Appropriate countermeasureggainst the threats de-
scribedabove have to beappliedin orderto limit or prevent
potentiallosses:

e Authenticationof clients: serviceaccessostshave to
be billed to therequesting:lient. Shethereforehasto
beidentifiedcorrectly

e Authenticationof seners:in caseof adispute theser
vice provider mustbe known to the client. Hence,he
hasto beidentifiedcorrectly too.

e Non-Repudiationin orderto settledisputesgvidence
of certainuseractionshasto be provided.

Anonymity canbe animportantissuein electronicmar
ket places,but contradictoryto the countermeasurede-
scribedabove. It could be achieved by additional proxy
servicesvhich canbeusedby clientsandserviceproviders.
Then,only theproxy serviceknow therealidentity of their
correspondinglientsandacton their behalf. Certainlythis
additionallevel of indirectionaddsmorecompleity to the
non-repudiatiorprotocol.

Anothersolutionto keepingtheidentity of theclientun-
known is the useof electroniccash. As said before, the
client’s identity is neededo chaige him for serviceaccess.
If he paysby e-cashuponserviceaccessbilling datais not
neededandcanthereforebe keptsecret.On the downside,
the client doesnot have ary usefull evidencein caseof a
dispute. Although he hasa proof that the serviceprovider
acceptedis servicerequestthe proof doesnotincludethe



client'sidentity. He canthereforenot prove thatit washim
whorequestedheservice.

Integrity andconfidentialitycanbe providedby asecure
communicationchannel. Although not mentionedexplic-
itly until now, accesscontrolis anotherimportantsecurity
featurethathasto be providedin asecurelini ernvironment.

5. Conceptsfor non-repudiation

The ideabehindnon-repudiatioris that the partiesof a
contractwantto have somekind of guarante¢hateachful-
fills its part of the contract. In caseof a disputethey can
give the contractto an arbitratorthatdecidesvho is wrong
andwhois right. To clarify this, we make useof somereal
world examples:

1. A buysa DVD playerfrom a dealer B and payson
cashterms. A recevesasignedbill for caseof claims
for guaranteeB getsno furtherinformationaboutA.

2. A paysthe DVD playerby installments.Both A and
B sign a contractfor a creditand A hasto prove his
identity to B. Both partiesgettheir own copy of the
contract.

3. A buys10.000DVD playersfrom dealerB by credit.
If A andB have never meteachotherbefore,a signa-
turewill notbeasufficientprove of A’sidentity. They
go to a notarywho alsosignsthe contractin orderto
certify it. A, B andthe notarygeta copy of the con-
tract.

If thereis a disputebetweenA and B, both sidescan
presentheir copy of the contract. In case3 it canhappen
that one or both partieshave manipulatedthe contractor
even claim that they have never seenit before. Together
with the copy of the notaryanindependentourtcandeter
minethetruth andadjudicatecorrespondingly

It is theaim of non-repudiatiorto transferthe concepof
proofablecontractsto useractionsin IT systemsespecially
electionic judgmentandenforcementaireimportantissues.
A non-repudiatiorservicein a distributedcomputingervi-
ronmentdoesonly make sensevhenat leastthe following
requirementsrefulfilled:

e All participantshave trustin the conceptandthefunc-
tionality of the service.

e All participantswill acceptthe resultsof a validation
of proofs.

e Judgmentsnustbe enforceablegven againstthe will
of aparty.

e A legal binding hasto be establishedfor the basic
cryptographianechanismshatareappliedin orderto
achieve the functionality of non-repudiatior{e.g. dig-
ital signatures).

The basicconceptof a non-repudiatiorservicein a dis-
tributedsystemis thatit offersaninterfacein orderto make
entitiesresponsiblefor their actions: an irrefutable proof
will be constructedor importantevents,e.g. thereceiptof
amessageA validationof this proof canbe performedm-
mediately(or at a later date)by independenentitiesof the
securityarchitecture.

A proof containsinformationaboutthe eventandsome
notionof non-repudiatiorpolicy thathasbeenapplieddur-
ing eventgenerationlmportantparametersf the eventare
theeventsourcetheissuerof theproofandacorresponding
time stamp. The non-repudiatiorpolicy hasto specifythe
underlyingmechanisnfor the generatiorof proofs(e.g. a
specificprotocolfor digital signatures)trustedthird parties
andtrustrelationshipgn the distributed system. The enti-
ties for the validation of a proof determinethe origin and
theintegrity of theinformation.

In [6], [7] and[8] ISO definesnon-repudiatiorasa part
of the ISO/OSI security architecture. Note that the ISO
frameawork doesnot specifywhatthe consequencef®r ly-
ing are,becauséhis would betoo applicationspecific. The
OSl non-repudiationmodelis relatedto the eventsof send-
ing or receving a message. There are differenttypes of
non-repudiatiorior bothtypesof events:

e Proofof origin: Therecipientof a messageecevesa
pieceof evidencethat proofsthatthe senderhassent
exactly this messagevith its specificcontentto there-
ceiver. Typically theevidenceis senttogethemwith the
correspondingnessage.

e Proof of receipt: The senderof a messageecevesa
pieceof evidencethat proofsthatthe recipienthasre-
ceivedexactly this messagevith its specificcontent.

Note that a proof of deliveryanda proof of submission
arenot part of the ISO model. The first one shows that a
messagéhas beensentsuccessfullythe secondone indi-
cateshata messagdasreally beendeliveredto therecipi-
ent.

Theusageof anon-repudiatiorservicecanbe described
in four phases:

1. Evidencegeneration,
2. Transmissionstorageandretrieval of evidence,
3. Validation/checlof evidenceand

4. Settlemenbdf conflicts.



5.1 External dependencies

A distributed non-repudiatiorservicecannotbe viewed
in isolation. Dependingon the applied mechanismaddi-
tional serviceshave to be integratedin orderto guarantee
securityfor thenon-repudiatiorserviceitself:

e Public Key Infrastructure(PKI): Whendigital sigha-
turesare usedas the mechanismfor providing non-
repudiationa PKI is requiredfor key management.

e SecureTime Service: If the non-repudiatiorscheme
malesuseof time stampsatrustedtime serviceis re-
quired.

e SecureStorage:For the storageof electronicevidence
a securestorageis needed. This canbe donewith a
securepersisteng serviceor a securedatabase.

The communicationchannelbetweenthe external ser
vicesandthe non-repdudiatiorservicehasto be protected
in anappropriatevay, i.e. integrity, confidentiality etc. has
to be guaranteedFor this purposeSSL or Kerberosanbe
used.

5.2 Non-repudiation vs. auditing

At a glanceauditingand non-repudiatiorseemto have
a similar functionality. A closerlook revealsquite differ-
ent purposesand significantdifferenceghat are presented
briefly now:

e Audits shoulddetectand avoid violations of security
policies, whereasnon-repudiatioris appliedin order
to preventsubsequerdenialsof useractions.

e |deally auditing should reactimmediately e.g. by
locking a useraccount.Non-repudiatioris introduced
for the subsequergettlemenbdf conflictsbetweentwo
parties.

e Auditing mayrecordandevaluatemary eventsin order
to detectanattack,whereason-repudiatiorgenerates
piecesof evidencein orderto settleconflicts.

e Usually eventsare auditedon a centralaudit facility
which checksthemperiodically non-repudiatiordoes
not performperiodicalchecks.

We thereforethink that it makes senseto have distinct
servicesfor auditingandnon-repudiation.A combination
of bothservicessimaginablen certainscenariose.g.,non-
repudiationcan protectthe audit module againstmanipu-
latedevents.

public interface Bill abl eLease extends Lease {
Contract getContract() throws RenoteException,
NoSuchCont r act Excepti on;
| ong get Cost() throws RenoteException;
Evi dence renew(| ong durati on,
Evi dence proof OFOrigin) throws
LeaseDeni edExcepti on, UnknownlLeaseExcepti on,
I'I'l egal Evi denceExcepti on, RenoteExcepti on;
Evi dence cancel (Evi dence proof O Origin) throws
UnknownLeaseExcepti on,

I'I'l egal Evi denceExcepti on, RenoteExcepti on;

Figure 2. The Bi | | abl eLease interface

6. Proposedarchitecture

Our architecturecan be divided into two parts: a num-
ber of servicesavailableat run-timeanda setof rulesthat
serviceshave to obey. First, we definethe rulesa service
thatchagesfor beingaccessetfiasto obey. Secondwe de-
scribethe servicesneededat run-time. We thenshov how
all participantdnteract.

6.1 Rulesfor services

As alreadymentionedit is necessaryo beableto link a
leaseto a specificcontract.In our architectureywhenstart-
ing to useaservice anidentifierof thecontract—inourcase
areferencgoaCont r act object—hado besuppliedasa
parameterOf coursegeveryBi | | abl eLease object(in-
terfaceshavn in Figure2) canbe askedfor the contractits
chaging andserviceacces9olicy is basedon. Contracts
mustthereforeberemotelyaccessibl®bjects.We ervision
the useof signedXML documentsscontracts.To enable
the useof ary kind of contracting,we are modelingcon-
tractsasobjects.

public interface AccessCharge {
AccessGrant start(Contract ternsAndConditions,
Evi dence proof O Ori gi n,
| ong duration)
t hrows NoSuchCont ract Excepti on,
I'l'l egal Evi denceExcepti on,
Renot eExcepti on;

Figure 3. The AccessChar ge interface

To be ableto identify serviceswith associated¢osts,we
usethe following method. Servicesimplementthe well-
known interface of the servicethat they provide—justas
they wouldif they would notchagearything. In additionto
this, every suchservicemustimplementaspeciallavainter-
face.Thisinterfaceis shavnin Figure3 andit only contains
onefunctionwhich takesa Cont r act anda proof of ori-



gin andreturnsan objectwhich includesa proof of receipt
andaBi | | abl eLease which governsthe serviceaccess
time. Before startingto usea serviceand after leaseexpi-
ration or cancellationserviceusagemustbe blocked. All
functionsof theserviceshouldthereforebeableto generate
aRenot eExcepti on.

6.2 Requiredselrvices

For makingbillable leasesaseasyto implementaspos-
sible and for reducingredundang, we describea number
of servicesthat have to be offered by the infrastructure.
The servicesare regular Jini servicesand thereforeregis-
terwith local lookupservices Otherentitiescaneasilyfind
theseserviceshy askingthelookup servicefor servicedm-
plementingthe appropriatenterfaces. Our architectures
basedon the existenceof the following services: a non-
repudiationservice,a time service,andan accountingser
vice.

Non-repudiation sewvice. Thenon-repudiatiorserviceis
a main componentof our architectureand fulfills the fol-
lowing roles:

e it creategpiecesof evidenceand
e it persistentlystorestheevidence.

As is true for all Jini servicesthe interfaceof the non-
repudiationserviceis well-known, but its realizationis not.
The deployment of different technologiesfor generating
proofs is thereforepossibleand migrating to a different
technologyis as easyas startingthe new non-repudiation
serviceandterminatingthe old instance. In principle, the
rolesof the non-repudiatiorservicecanbe achievedby us-
ing differentserviceinterfacesfor eachrole. For the sale
of simplicity we think of onesingleserviceinterfacein this
paper

In additionto generatingproofs and returningthemto
clients,thenon-repudiatiorservicestoreghemin persistent
securestorage.The proofscanlaterberetrievedin caseof
disputes Althoughthis functionality couldberealizedby a
separatestorageservice,we decidedto combinethesetwo
functionalitiesfor performancendeaseof implementation.

The function of an arbitratordoesnot necessarilyneed
to be partof our architecture A disputeusuallyarisesafter
the serviceuserreceived a bill, i.e. humaninteractionis
required.Thebill togethemwith the evidenceof bothsides
canbeusedasinputto anexternalarbitratorservice too.

Note that both client and serviceprovider musthave a
commonunderstandingf theformatof thenon-repudiation
proof. Dependingon the contractbetweenthem, one or
more piecesof evidencemay be necessaryo proof certain
events. At leastthe following piecesof evidencefor the
describedlini scenaricareneeded:

e Thecontractthathasbeenapplied.

e Thetypeof actionor event,e.g.,themethodnamethat
hasbeencalled.

e Theparametersf themethod.
e A digitally signedtime stamp.
e Theidentity of theissuerof the proof.

e Theidentity of both parties,i.e., the client aswell as
the serviceprovider. This canbe donewith a digital
signature.

e Hashvaluesfor the validation of the integrity of the
proof.

Timesewice. Thetimeserviceis atrustedentitythatsup-
pliestime stampgepresentinghe currenttime to interested
parties.Clockson differentcomputersn a distributedsys-
temusuallydo nothave synchronizedlocks. It is therefore
mandatoryto have a time-supplyingservicethat both ser
vice andclient trust. Time stampsareneedecdhsleasingin-
volvesduration-restrictederviceaccess.Time stampsare
acquiredandstoredaspartof non-repudiatiorevidenceby
clientswhenrequestingrenaving, or cancelingserviceac-
cessand by senerswhengrantingandterminatingaccess
to its service.

Accounting sewvice. The accountingserviceis responsi-
ble for storingandretrieving billing records.In the easiest
implementationthis serviceis a simpleJini-enabledront-
endto a database.The databasenustcontainat leastthe
dateanddurationof the serviceusage the type of service
used(if thereare morethan just one kind), an identifica-
tion of theclient, andareferenceo the contractwhich gov-
ernedserviceaccess. Suchan accountingserviceis still
only usablein aratherrestrictedervironment. If a service
provider is offering a large numberof differentservicesa
moreflexible andgenericaccountingservicebecomesec-
essary It mightbeagoodchoiceto allow arbitraryobjects
to be stored. On the downside,the billing applicationgets
more comple, asit hasto dealwith a large variety of ac-
countingobjects.

An addedfunctionality of an accountingserviceis that
up-to-datebilling information can be retrieved by clients.
This functionality shouldbe kept separatdrom the service
provider'sinternalinterfacefor storingbilling records Both
functionalitiesshouldthereforebe describedn differentin-
terfaces.It mightalsobeagoodideato registeranindivid-
ual objectperinterfaceto discouragdraudulentaccess.
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6.3 Componentinteraction

It is mandatoryfor all componentdo authenticataéheir
communicatiorpartners.Equally importantis the encryp-
tion of all communicationchannelso ensureprivacy and
integrity of exchangediata. While [5] describesa method
to allow clientsandservicego authenticatéookupservices
andvice versa,it doesnot provide for authenticatiorof ser
vicesandclientsto eachother This hasto beimplemented
by all entitiesindividually. An easysolutionis to useSSL
[1] which providestherequiredfunctionality. It isimportant
to notethatin a Jini federationcommunicatioris the sole
responsibilityof the serviceandits associategproxy. The
clientdoesneitherimplementcommunicatiorfunctionsnor
canit enforceconstraint®n thetype of communicatiorgo-
ing on betweenthe proxy and the serviceprovider. The
serviceproxy mustthereforeoffer functionsto accessSSL
certificatesThis requireshasictrustto beestablishedh the
proxy which canbe achiezed by usingthe architecturede-
scribedin [5]. In caseonly RMI is usedfor communication
betweerentitiesthemethodslescribedn the RMI Security
Extension[13] can be deplojed. Appropriateconstraints
regardingauthenticatiorandencryptioncanbe attachedo
proxiesandindividual functions.

The communicationrelationshipsbetweenthe individ-
ual componentof our architectureare depictedin Figure
4. Of course all componenténteractwith oneor moreJini
lookupservicesaswell, eitherfor serviceregistrationor ser
vice lookup. Theseconnectionsreleft out for the sale of
clarity.

An exampleof a leasingsessionis depictedin Figure
5. Functioninvocationdn their relationto relative time are
shavn. Here,too, communicatiorwith lookup servicess
not shown for the sale of clarity. We assumehatno con-
tract hasto be establishedeforerequestinga lease. The
clientthereforefirst acquiresa proxy of the serviceit wants
to access.In this example,the proxy is assumedo be a

simpleCORBA or RMI stub Next, theclientauthenticates
itself to the serviceandvice versa.

Oncetrustis establishedthe client initiates the shovn
sequencéo startusingthe service.lt first acquiresa proof
of origin from the non-repudiatiorservice(called proof_O
in the figure). This proof includesa time stampwhich is
retrieved from the time service. Oncethe client receved
the proof, it asksthe servicevia its proxy to enableservice
access.Among other parametersit includesthe proof of
origin in thefunctioncall. Theserviceprovideronly grants
accessf sucha pieceof evidenceis supplied,asit proofs
thattheclientrequestederviceaccessTheevidencemight
be later neededin caseof dispute. The serviceprovider
now asksthe non-repudiatiorservicefor a proof of receipt
which it returnsto the client (marked proof_R). The client
now hasa proofthattheserviceagreedo supplyits service
totheclient. Togethemwith theproof, theservicereturnsthe
billable leasewhich allowstheclientto askfor accumulated
coststheassociatedontractandthe expiry time.

Whenaleasés renavedor canceleda similar sequence
of functioncallsoccurs.First, the clientacquiresa proof of
origin, callstheappropriatéunctionontheserviceprovider
andgetsbacka proof of receipt.

The accesdo the serviceis terminatedeitherwhenthe
leaseexpiresor whenit is explicitly canceledy afunction
call of theclient. As soonasthis happensa billing record
is sentto theaccountingservice.

A non-repudiatiorof origin canbe enforcedasthe re-
cipient neednot acceptmessagesvithout a corresponding
proof. Thenon-repudiatiorof receiptdepend®nthegood-
will of the recipient. Without significantoverheadneither
the sendemor a trustedthird party candeterminewhether
or nota messagéasbeenreceved successfully Although
this is not really fair, the sendetr(i.e. the client) hasno fi-
nanciallossif theserviceprovidersomehav doesnotcreate
andreturna proof of receipt.In this casehe cannotusethe
serviceandcertainlydoesnotneedto payfor it. In thecase
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Figure 5. A leasing session

of the serviceprovider not generatinga proof of receipt,a
disputecanbesettledby askingthe non-repudiatiorservice
for that specificpieceof evidence.As it doesnot exist, the
disputeis settledeasily In casethe serviceprovider gen-
eratesthe proof of receiptbut doesnot passit on to the
client, the client will be blocked from ary further service
access.As mentionedbefore,this serviceaccesanustbe
securedby non-repudiatiormethodsaswell. But because
proving thata servicewasreally provisionedis application-
dependentye do not considerthis issuehere.Besideghis,
creationandexchangeof evidenceshouldbe wrappedin a
transaction. The transactioronly succeedsf both parties
acknavledgethereceiptof the otherparty’s evidence.

7. Implementation

To demonstratéhe viability of our architecturewe im-
plementeda simple prototype. It consistsof the proposed
setof Jini services,namelya non-repudiatiorserviceand
an accountingservice. For easeof implementationwe
droppedthe trustedtime serviceandput the time stamping
functionality into the non-repudiatiorservice. We alsore-
frainedfrom implementingpersisteng of proofsandbilling
records. Figure 6 shavs a graphicalrepresentatiorf the
Jini federationwhile all requiredservicesarerunning.

Our non-repudiationservice generatespieces of evi-
denceby signing the datacoming from a client or a ser
vice plus a time stampand issuerinformationwith its pri-
vatekey. A pieceof evidencecontainsthe datadescribed
in Section6.2. Thevalidity of a proof canbe verified with

thecorrespondingublic key of theissuingnon-repudiation
service.

Thebillableleasinginfrastructurewvasbuilt ontop of the
Landlordprotocolwhich is usedin Sun's referencample-
mentationof Jini. To testour architecturewe alsodevel-
opeda storageserviceand an accompaxying client. The
storageservices functionality is to storeandretrieve arbi-
trary namedobjects. Of course the useof that serviceis
only possiblewhile a valid leaseexists.

Restrictingserviceaccesgo times when a valid lease
existsrequiresidentifying clientsuponeachserviceaccess
(i.e. function invocation). As the basicserviceinterface
doesnot have ary methodto identify a clientandasit was
our intention not to changethat interface, a different ap-
proachwas chosen. The storageservicedoesnot senda

CJini pesktop

Lookup Lookup Lookup

Mon-Repudiation Serwice

y

Storage Service Accounting Service

Figure 6. Our prototype in action



simpleRMI proxy to its clients, it rathersendsan “intelli-
gentproxy”. The mainfunctionality of thatproxy is to at-
tachauniqueidentifierto every client. Theidentifieris sent
to the proxy whenserviceaccessstarts,i.e., togetherwith
theBi | | abl eLease. Theproxynow sendghatidentifier
backto theserviceprovidertogethemwith everyfunctionin-
vocation.Usingtheidentifier, the serviceprovider canfind
the leasegivento the client andmake surethatserviceac-
cesss currentlyallowed.

8. Relatedwork

The OMG addedthe CORBA SecurityService[11] to
the CORBAservicesspecificationin orderto countercom-
mon threatsin distributed systems. As written in [9] it
could provide a high level of securityfor shared informa-
tion and shared applicationsin distributed environments
Unfortunatelythespecificatiorof the CORBA SecuritySer
viceincludesambiguitiesandgaps.Thespecificatiorof the
CORBA non-repudiatiorservice,which is declaredas an
optionalservice describeghe functionality of sucha secu-
rity servicebut lacksinterfacedetailsandinteroperability
Thegoodnews is thatthe OMG hasalreadyrealizedthese
insufficienciesandworks on modificationsandtheintegra-
tion of missingconceptse.g.,CORBA PKIl or CORBA fire-
walls. Notethat CORBA Securityis notalightweightsecu-
rity componenby nature,i.e.,we do notthink it is suitable
for “thin” electroniccommercepplications.

In the EU-fundedproject MultiPLECX [10] a generic
non-repudiatiorservicefor CORBA hasbeenmplemented.
Within this projectit hasbeenproposedo encodethe non-
repudiationtokensusingdigitally signedXML documents
specifiedby the proposednternetstandardDigital Signa-
turesfor XML. The approachwasto provide a separation
betweenthe applicationbusinesdogic andthe generation
of evidenceallowing non-repudiatiorsupportto be incor-
poratedinto applicationswith a minimum of programmer
effort. Thusthe interfacesdo not conformto the standard
CORBA Security Serviceinterfaces. More detailscan be
foundin [19].

Our architecturerelies on the mutual authenticatiorof
componentsAs communicatiorin a Jini federationis han-
dled by serviceproxies, eachservicemustimplementits
own authenticatiorschemeprobablymakinguseof awell-
establisheadsystem. Prior to performingauthenticatiorthe
clientdownloadsa serviceprovider's proxy. Thisis apiece
of mobile codewhich might not be trustedby theclient. In
[5] we describethe designandimplementatiorof anarchi-
tecturethatallows entitiesto establistbasictrustin proxies
andthereforein thecomponentsupplyingtheproxies.This
builds abasefor the architecturgpresentedhere.

This paperdoesnotdealwith how to establishrepresent,
or enforcecontracts.[4] givesan overview of the require-

mentsfor electroniccontractsaswell ashow contractscan
be establishecand enforced. [12] usesXML to describe
the termsandconditionsof contractgcalled“trading part-
neragreements{TPAS)). As contractsarewrittenin XML,
they canbe electronicallyprocessednd exchanged.This
offers the possibility of automaticallyenforcingthe terms
of acontract. XML documentsanautomaticallybetrans-
formedinto objectsrepresentinghe contract. Suchan ob-
jectcouldverywell seneasaCont r act objectaswe use
it in this paper Besideglescribingermsof thecontractthe
DTD describedn thatdocumenbffersthepossibilityof in-
cluding securityrelatedinformation,suchascertificatesjn
acontract.

Electronic cashwas mentionedas one way to enable
anorymousserviceaccess But, dependingon the scheme,
e-cashitself might not be fully anorymous.[2] discusses
numberof issuegelatedto theanorymity of possibles-cash
incarnations.

9. Conclusionand futur e work

In this paperwe discussedan architecturefor secure
billing of leasedservices. We identified a set of services
thatarerequiredto supportthis functionality and easeim-
plementingservicesas well as clients. In addition, we
lookedattheinteractionof thecomponentandfoundsome
drawbacks,lik e the unfairnessof the non-repudiatiorpro-
tocol. We think that this is acceptableput further inves-
tigation is required. Although non-repudiations an im-
portantissuefor electronicmarket places,alook atthere-
latedwork revealedthatthereis no usableandstandardized
non-repudiationservice, especiallyfor spontaneougnvi-
ronmentdik e Jini.

As we focusedon the architecturethereis still alot of
work to do. Someof the next stepsare to integrate the
describedserviceswith an external securityinfrastructure,
e.g.,SSLfor a securecommunicatiorchannel.As we rely
on publickey cryptographydJini hasto betiedto a PKI. An
interestingpointwill beto introducefacilitiesfor the nego-
tiation of contracts. Besidesthat the anorymity of clients
andserviceprovidershasto beanalyzedn detail.

But evenif all theseproblemsaresolved,thereis still an
evenbiggerquestionto be answeredis it possibleto built
a dynamic, spontaneouslyetworked systemthat is suffi-
ciently secure? Jini enablesdynamicinteractionbetween
componentsn a distributed system.Although our compo-
nentsdo interactdynamically eachoneof themhasto have
aratherlargesetof a priori knowledge especiallytheiden-
tities of all othercomponent# communicatesvith. There-
fore, a large part of the spontaneityof Jini is sacrificedto
security The challengeis to find a more favorabletrade-
off.
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